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The increasing popularity of the 
“ cloud computing”  IT hosting 
model will result in more and 
more data and software being 
hosted in fewer and fewer 
locations 
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1 Van Camp, Jeffrey, E-Reader Sales to Jump 68 Percent in 2011, Says Gartner, DigitalTrends.com 
(December 9, 2011), at: http://www.digitaltrends.com/mobile/e-reader-sales-to-jump-68-percent-in-2011-
says-gartner/  All Web pages cited in this article were last accessed on May 22, 2011. 
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2 A wide variety of business models, not all of which involve remote hosting, have collectively been referred to as 
“cloud services,” or “cloud computing.”  As used in this article, cloud services applies only to those services that 
involve the remote hosting of a customer’s data and/or software.  For an overview of the range of services that the 
broad definition has been applied to, see Badger, Lee et al., Cloud Computing Synopsis and Recommendations: 
Recommendations of the National Institute of Technology [draft], NIST Special Publication 800-146 (May 2011), at: 
http://csrc.nist.gov/publications/drafts/800-146/Draft-NIST-SP800-146.pdf  The NIST draft offers the following 
definition: 
'�
����
������������������	����������������������������������������������������������		����!
�������������������������	�����������	��������������������������������	����
�����������!

���������������������������!������� �������������
������	��������
��
3 Cloud Computing: a Global Market Report, Global Industry Analysts, Inc. (April 2010), summarized at: 
http://cloudcomputing-vision.com/1000/report-suggests-cloud-computing-services-market-reach-us2225-
billion-2015/ 
4 Federal Cloud Computing Strategy, pp. 1 - 2, at:  http://www.cio.gov/documents/Federal-Cloud-Computing-
Strategy.pdf  Security issues are addressed at pp. 26 – 28, and relevant government security resource documents 
are listed on pp. 37 – 38. 
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5 US CIO Unveils Government Shift to Cloud Computing, Cybersecurity News (February 14, 2011), at: 
http://cybersecuritynews.org/2011/02/14/us-cio-unveils-government-shift-to-cloud-computing/ 
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6 In The Dark: Crucial Industries Confront Cyber Attacks, McAfee and the Centre for Strategic and 
International Studies (2011), at: http://www.mcafee.com/us/resources/reports/rp-critical-infrastructure-
protection.pdf 
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7  For an overview of existing cyber security standards, see: Updegrove, Andrew, Security Standards and the 
Internet: Keeping the Cyberbarbarians from the Gate, Standards Today, Vol. VIII, No. 4 (June – July, 2009), at: 
http://www.consortiuminfo.org/bulletins/jun09.php#feature  For an ongoing news feed regarding cloud computing 
standards, bookmark:  
http://www.consortiuminfo.org/news/archive.php?page=1&Category=2&SubCat=Cloud%20Computing 
8 For an overview of the SmartGrid effort, see Standards and the Smart Grid: the U.S. Experience, and the other 
articles to be found in the April – May 2009 issue (Vol. VIII No. 3) of Standards Today, at: 
http://www.consortiuminfo.org/bulletins/apr09.php 
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9 It should be noted that some believe that no degree of security effort can make the Internet as we know it 
sufficiently secure, due to its inherent design.  If they are right, then the better course, however expensive, would be 
to replace it.  See, for example, Markoff, John, Do We Need a New Internet? The New York Times (February 14, 
2009), at: 
 http://www.nytimes.com/2009/02/15/weekinreview/15markoff.html 
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10 The Council’s Web site is here:  https://www.pcisecuritystandards.org/  Links to its many standards and guidance 
documents can be found here:   
https://www.pcisecuritystandards.org/security_standards/documents.php 
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Application Examples of CyberSecure Data and Internet Sustainability Framework 

 
Category Level 1 

Examples 
Level 2 

Examples 
Level 3 Examples 

Finance Trading platforms, 
Interactions with the 
Federal Reserve and 

Banks 

Compliance and 
customer asset data 

Marketing, billing, 
compliance 

Airlines Operating systems and 
applications software; 
maintenance records 

Flight plans, customer 
account data 

Personnel records 

Government Social Security and IRS 
records; Key Agency and 
military systems and data 

Other public records, 
compliance data, 

statistical data 

Personnel records 

Large 
Businesses 
(> $1 Billion) 

Shareholder records, 
Operating and 

applications software; 
certain industry-specific 

data 
 

Tax records, compliance 
data 

Contracts, service 
agreements 

Mid-size 
Businesses 

($100 MM - $1 
Billion) 

Shareholder records; 
certain industry-specific 

data 

Tax records, compliance 
data 

Contracts, Service 
agreements 

SMEs 
(> $100 MM) 

n/a Tax records, compliance 
data 

Contracts, Service 
agreements 
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11 Fact Sheet:  Cybersecurity Legislative Proposal, The White House, Office of the Press Secretary (May 12, 2011), 
at: http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal 
12 Available at:  http://www.whitehouse.gov/sites/default/files/omb/legislative/letters/Cybersecurity-Regulatory-
Framework-for-Covered-Critical-Infrastructure-Act.pdf 
13 Homeland Security Act of 202 (6 U.S.C,. 121 35 seq).  The proposed amendments, which would add new Sections 
241 - 249 to Title II of the Act, may be accessed at: 
 ttp://www.whitehouse.gov/sites/default/files/omb/legislative/letters/DHS-Cybersecurity-Authority.pdf 
14  The Fact Sheet referred to above includes this explanatory note: 
 

Data Centers. The Federal Government has embraced cloud computing, where computer services and 
applications are run remotely over the Internet. Cloud computing can reduce costs, increase security, and 
help the government take advantage of the latest private-sector innovations. This new industry should not be 
crippled by protectionist measures, so the proposal prevents states from requiring companies to build their 
data centers in that state, except where expressly authorized by federal law. 
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15  If enacted, the definitions would appear as subsections (5), (7) and (17), respectively, of Subtitle E, Section 242, 
Title II. 
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16  That the private sector would be asked to play the lead in cyber security standards development is a matter not 
just of recent convention, but also of law, dictated by the passage of the National Technology Transfer and 
Advancement Act of 1995 (15 U.S.C Section 3701), which formalized the U.S. “bottom up” process of standards 
development.  For an overview of the interaction of the public and private sectors in standards development, see: 
Updegrove, Andrew, A Work in Process: Government Support for Standard Setting in the United States: 1980 – 
2004, Standards Today, Vol. IV No. 1 (January 2005), at: http://www.consortiuminfo.org/bulletins/jan05.php#feature 
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