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Unless similar or equivalent

organizations come into
existence in these areas, the
conseguences may be
regrettable
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There will never be a silver
bullet! Data, in one form or
another, must always be
stored and therefore must

constantly be protected
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& PCI Security  Standards
Council's QSA qualification
requirements are exacting and

) detailed, involving both the
security companies and their
) individual employees
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[The] information that may be
contained in the magnetic strip
on the back of the payment
card... [ig is the information
+ that cyber criminals want to
N steal to create counterfeit cards.
The proverbial keys to the

kingdom
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Forrester estimates that the TJX
breach will cost TJX $1.35
billion in breach related costs
including legal fees, call center
costs, regulatory fines, etc.
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AA The number and variety of
1 potential deployments  for
) enabling and processing credit
% card transaction is huge,
depending on IT infrastructure,
2 & hardware and the scope of the
enterprise
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A multinational chain retailer in
Boston will have a significantly
different network map than a mom
and pop shop in Buenos Aires,...
The DSS needs to take into
consideration the variety of
possible deployments and provide
a solid foundation of security that
enables these transactions to be
completed in a safe manner
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We have yet to see a data breach
from an organization that was in
compliance with the PCI DSS
standard. If anything, the recent
breaches have underscored a
necessity for more vigilant
monitoring of systems
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The DSS is a living document
with a built in lifecycle process
designed to assess the current
threat landscape and
incorporate any changes into
future editions of the standards.
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& ) The greatest threat to payment

# 9 T #E chain security is complacency.
] ) Organizations must build in
A "7 security practices into their
& . ongoing business plans. As
recent data breaches have

illustrated, a checklist approach
2 40 to security ssmply does not work
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We welcome the government’s
interest in the topic of payment
card data protection, and the
Council appreciates the
government’s ongoing  com
- : mitment to...contain and reduce
fraud
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[T]he principles and practices
inherent within the DSS can help
organizations properly segment
their networks and protect any
type of sensitive data you may be
required to handle
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