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EDITOR'S NOTE:

Security — Then and Now
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EDITORIAL:

Technology’ s Reach and
Security’s Grasp
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With the creation and storage
today of virtually all data in
" digital, rather than physical
form, exposure of our financial
as well as our most intimate
personal and health information
isonly a hack away




We need to grasp that a digital
9/11 event is already within the
reach of too many — and act to
protect ourselves against the
conseguences




74BB

5667 /

CB




FEATURE ARTICLE:

Security Standards and the Internet:
Keeping the Cyber Barbarians Beyond the Gates
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Snce the Internet is the single
backbone to which everything
connects, everything is therefore
potentially vulnerable, except to
the extent that computer
engineers can replicate the
robustness of defense that walls
of steel and armed guards
provide in the physical world.
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Snce the Internet is the single
backbone to which everything
connects, everything is therefore
potentially vulnerable as well
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) The inability of physical security
tools to protect virtual data may
seem the greatest challenge. In
fact, it is the desire to take
advantage of the enormous
benefits of accessing common
information that introduces the
greatest risks, and requires the
most complex solutions

(

8

$

4 ES56676F5>EGFG>

($

*

.8 5>

/

F 5667 /

L 5667

#

%

"152

11

#>K

( 9

5667

56672




.01 2

As a patient’s life progressed,
the stack of records would grow
and grow, organized primarily
only on a chronological basis,
and set down in the varioudy
legible scripts of many hands
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The public’s willingness to make
its personal medical information
available for inclusion will be
based upon their faith in the
ability of the EHR system to
maintain that data on a
confidential basis
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In theory, the security goals to
be pursued in relation to EHRs
are simple. In practice, the
situation rapidly becomes more
complex
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By taking the level of realistic
threat into account, security
(and access) decisions can be
made on a more cost-effective
basis
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PCI SSC takes a holistic,
environmental approach,
assessing and addressing the
end-to-end vulnerabilities of the
payment card process and the
relevant activities of each
stakeholder along the way.
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Security, therefore, must always
be addressed systemically,
thoroughly and consistently, or
it is hardly worth addressing at

all




Because the ways of securely
establishing identity are very
varied, the number of standards
needed to allow them to be
broadly implemented is great as
well
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No security system will be
perfect, and means are therefore
required to verify that accessed
data is intact, to discover
breaches when they have
occurred, and to determine the
nature and sour ce of the breach
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No security system will be
perfect, and means are therefore
required to verify that accessed
data is intact, to discover
breaches when they have
occurred, and to determine the
nature and sour ce of the breach.
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A host of technical standards
are needed to implement
security at the machine level
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The evolution of a single new
threat “in the wild” (such as
phishing) can lead to the
formation of one, or several,
new SSOs

112 +"

12




- 2 | +
$ , &
3
D G
5665 ! " % /
5665 00 + " ! L>0B 2" %l 2 @
+ 2" % - @
A %

- ?
2 "27
%

3 | 3 The SSOs that develop security
| ' ) standards range from formal,
" oo global organizations, to national

# standards bodies, to broad-
@ based consortia, to narrowly
A focused alliances that exist for
the sole purpose of developing a

single security standard
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OASS currently hosts 15
technical committees developing
security standards in areas such

as biometric identity, digital
signatures, encryption  key
management, and  identity
management
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A variety of organizations focus
exclusvely on one facet of
security, and especially so in the
area of federated identity
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A group of major corporations
Microsoft,
Microsoft, Novell, Oracle and
PayPal launched the Foun-

dation in June of 2008 to

A support the wuse of the
# “information card” metaphor in

federated identity solutions
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55

A large number of consortia
were launched to confront the
dramatic spread of spam,
“phishing” and other practices
that either degraded the on-line
experience, or were fraudulent
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The Mobey Forum's mission is
4 to facilitate the emergence of
s banking services across mobile
devices
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In contrast to EHRs and the
Smart Grid, government must
implement standards this time
across its own networks, rather
than simply requiring that others

do so across theirs
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/ 5G There are a number of existing
laws of significance that predate
the emergence of current

2 o cybersecurity_ fegrs, but which
: + ! will necessarily imply the need
! to take cybersecurity-related
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Enabling an Ecosystem of Security:
An Interview with PCl SSC's Bob Russo
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Unless similar or equivalent
organizations come into
existence in these areas, the
consequences may be
regrettable
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There will never be a silver
( bullet! Data, in one form or
another, must always be
stored and therefore must

constantly be protected
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PCI Security Standards
Council® QSA qualification
requirements are exacting and
detailed, involving both the
security companies and their
individual employees
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[The] information that may be
contained in the magnetic strip
on the back of the payment
card... [ig is the information
that cyber criminals want to
steal to create counterfeit cards.
The proverbial keys to the
kingdom
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Forrester estimates that the TJX
breach will cost TIJX $1.35
billion in breach related costs
including legal fees, call center
costs, regulatory fines, etc.
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i The number and variety of

potential deployments  for
enabling and processing credit
card transaction is huge,
depending on IT infrastructure,
hardware and the scope of the

enterprise
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A multinational chain retailer in
Boston will have a significantly
different network map than a mom
and pop shop in Buenos Aires,...
The DSS needs to take into
consideration the variety of
possible deployments and provide
a solid foundation of security that
enables these transactions to be
completed in a safe manner
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We have yet to see a data breach
from an organization that was in
compliance with the PCI DSS
standard. If anything, the recent
breaches have underscored a
necessity for more vigilant
monitoring of systems
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The DSS is a living document
with a built in lifecycle process
designed to assess the current
threat landscape and
incorporate any changes into
future editions of the standards.
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The greatest threat to payment
chain security is complacency.
Organizations must build in
security practices into their
ongoing business plans. As
recent data breaches have
illustrated, a checklist approach
to security simply does not work
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We welcome the government's
interest in the topic of payment
card data protection, and the
Council appreciates the
government's ongoing  com-
mitment to...contain and reduce
fraud
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Q! [T]he principles and practices
/ v /A' 0/( # inherent within the DSS can help
: 7 organizations properly segment
| their networks and protect any
type of sensitive data you may be
? 9 required to handle
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http://www.consortiuminfo.org/subscribe/2.php?addentry=1

46




RAMBUS UPDAT E:

The EC Settlement: Rambus, Writs
and the Rule of Law
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The FTC® road ultimately came
to a dead end just this spring,
when the Supreme Court refused
to review the final appellate
decision that had found in favor
of Rambus
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Certainly proposing a limit on
o | % royalties is rather different than
' having one imposed by legal
? action. So why did Rambus not
take a similar tack with the
FTC?
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While Rambus lost in the U.S,, it
has now agreed with the EC to
provide licenses at reduced rates
not only with respect to sales
within the European Union, but
throughout the world. So where
the FTC failed, the EC has now
succeeded, albeit on less
restrictive terms

0!

0!




51

As famously observed by the
eminent jurist F.W. Maitland,
"The forms of action we have
buried, but they still rule us from
their graves."
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A decision to fight rather than
settle in the EU might therefore
have seemed to Rambus to be
more problematic than did its
decision to take the FTC to the
0 wall.
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Antitrust. Commission Market Tests Commitments Proposed by
Rambus Concerning Memory Chips
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Rambus Reaches Tentative Settlement with
European Commission
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STANDARDS BLOG:

A new Voice for Open Source in Government
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The bottom line is that all
citizens will benefit from both a
cost, as wel as a quality,
perspective if free and open
source software is given equal
consideration with proprietary
options whenever government
procurement decisions are made
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OAS does not seek to override the
right of any developer and any
user to select the license terms
that it believes are best aligned to
its own goals and philosophy
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CONSIDER THIS:

#59 Digitization and the (Vanishing)

Arts of the Book
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